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NV-600A Ipsec configuration examples

1. Connection diagram:

Ipsec conflguratlon examples v Bhone Line
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NV-600L
Bridged mode

X i :
SiteB NV-600A Router mode
PR WAN IP: 192.168,16.182
LAN IP: 192.168.2.1

: Ipsec setting value:

§ My subnet: 192.168.2.0/24

§ Peer Address: 192.168.16.180
Peer subnet: 10.0.111.0/24

NV-600A Router mode

WANIP: 192.168.16.180
LANIP:10.0.111.1

Ipsec setting value: 1
My subnet: 10.0.111.0/24 I

Peer Address: 192.168.16.182
Peer subnet: 192.168.2.0/24
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PCIP: 10.0.111.2
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2. Ipsec configuration procedures:

(1). Connection all device, such as the connection diagram above.

(2). NV-600L config the bridged mode, and NV-600A config the router mode.
(3). Please refer to the following configuraiton diagram to configure the router
mode and ipsec.

(4). Configure NV-600A of Site A:

A. Config router mode: please select LAN settings, and refer to the following

screenshot to configure the router mode.

LAN Settings

[ System» |
m' You can configure LAN settings of CPE device such as LAN TP Address and DHCP configuration.
ECE
[WANY |
. IP Address :1_0 i :El I :1_11 I :1 |
lm_' Subnet Mask {255 |j255 [{255 |0 |
[NAT) | MAC Address oo klos  flse  floo [z Jl1 |
E- Secondary level subnet Range [ClEnable
D DHCP Made [sener_v] | 1
[IPvéy [
[ Diagnostics) | i S

1P Pool Starting Address [o Lo Ll L]
%' 1P Pool Ending Address o jo  |f111 | ]1s0
I | o [Fatthour ] 3

Local Domain Name EIW! {optional)

IP Address Reservation

Click Here
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LAN setting configuration(Site A)
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WAN

The CPE device can be connected to your service provider in any of the following ways

WAN Mode Selection
Auto Detect Config Attached Channel ID ptmD v_
WAN Channel Config VAN TYFE | static IF Address |
VLAN Channel Config -
WAN Setting
WARN Status
DNS IP address assigned by your ISP |-1E|2 5 168 | |18 ' |.18=J |

DDNS Subnet Mask |25 |[es5 |[zs5  |[o i
OAM Configuration

LAN >
[Route |
[ Firewall» |
[NATY
X
[ Multicast) |
[IPsec |
[Pvey 0 B8
[ Diagnostics» |

ISP Gateway Address [192 | [ee  |[1s L[ |

Default WAN Il

WAN setting configuration (Site A)



B. Config IPsec: please select IPsec, and refer to the following screenshot to
configure the tunnel mode.

EIEEEE  Vodify IPSec Tunnel Configuration
wany R L BET
[tany ] AUTH_METHOD | PREFIXED_KEY |v|
[ Route» | et
T L — 2] - 12345678
IO ko2 5]
Qosr | WAN Interface [wanipo v
| Multicast) | My Subnet o Lo L1 Lo fles |
b = = e }
i : Peer Address 3 {192 168 | |18 {182
Tunnel Mode : .
IPVE » Peer Subnet [192 |[188  ||2 0 Jlza |
(Diagnosticsr —— [NIEIN 4
[auicksep (R aes52 cho B
Home NS [sna ]
| Logout | IKE DH Group [ modp1536 v
IKE PRF |aes_xche ¥
ESF Cipher |aes128_cbc v
ESP Hash [snat v
Key Lifetime 50 | (Minutes)
Retry U_ ;(D means always retry)
IPsec configuration (Site A)
Notes:
1. Tunnel name: type a name, two sites of tunnel name can different.

N

. PSK Secret: 12345678, two sites of sercet must the same.User can type
their own secret.

My subnet: Site A ip domain and subet mask.

Peer Address: Remote tunnel WAN ip address that you want to through.
. Peer Subnet: Remote host ip that you want to through.
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(5). Configure NV-600A of Site B: Repeat step 4 to configure site B.
A. Config router mode:

' System »
Statistics »

Route b
Firewall ¢

Multicast b
IPsec b

Diagnostics ¢

Quick Setup

WaAN Mode Selection
Auto Detect Config
WAN Channel Config
VLAN Channel Config
WAN Setting

WAN Status

BNS

DONS

0AM Configuration

LAN » |
[Route» |
Firewall ¢ I

LAN Settings

You can configure LAN settings of CPE davice such as LAN IP Address and DHCP configuration.

Diagnostics ¢ i

IF Address [192  [[188 |2 NE I 2
Subret Mask 255 [[ess  []zss [0 |
MAC Address | | | | | |- > |_| | _|
Secondary level subnet Range [l Enable
DHCP Made |.Seru-er vj | 1
IF Pool Starting Address [192  l[188 |2 Llz |
TP Pool Ending Address [192 [[ea L[g  L[iwo | 3
Lease Time | One day v |
Local Domain Name !u:lslg-a\-'.cnm !(gptmnan
IP Address Reservation
Click Here
LAN setting configuration(Site B)
WAN
The CPE device can be connected to your service provider in any of the following ways
Aftached Channel |_D_|3tFD v
| van Tvee staticiPagaress v | 1]

IF address assigned by your ISP I-‘lEIE ! i"‘lBS | |18 | i"182 |

Subnet Mask |oss [ less [ [ese [ o ! 2

ISP Gateway Address 192 {188 L[]8 |]1 |

Default WAN |l

WAN setting configuration(Site B)



B. Config IPsec:

EI  /dd IPSec Tunnel Configuration
[ Statisticsh |
_' Tunnel Name 1 testh |
[Lany ] AUTH_METHOD | Prefixed Key
[Route) [N 9 [l 1] 12345678
| Firewall» | .
I o e iR v
[ Multicasty | My Subnet (92 |[18 []2 [Jo  Jlas
Peer Address 3 ,132 | i::158 | 15 | 5:180 |
Peer Subnet o Lo Lt o fled
crabl 4
M IKE Cipher Laes1€|2__|:hc:'
THome [N wnet )
IKE DH Group | modp1535 v |
IKE PRF |aes_xche v
ESP Cipher | aes128_che v |
ESF Hash ,sha1v
Key Lifetime .'JD— {(Minutes)
Retry U | {0 means always retry)
IPsec configuration (Site B)
Notes:

1. Enable Ipsec and click apply, such as point 4 of ipsec configuration
diagram above.
2. Both of two sites IKE Mode need the same.

(6). Ping two PC ip address each other. Site A PC ip address is 10.0.111.2,
Site B PC ip address is 192.168.2.2.



o CAWINDO WSisystem32\ping exe

192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192.168.2.2: bytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=4ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: hytes=32 time=3ms TIL=12&
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=3ms TIL=126
192 .168.2.2: bhytes=32 time=4ms TIL=126
192 168.2.2: bhytes=32 time=3ms TIL=12&

Site A PC ping Stie B PC ip address

oo CAWINDO WS svstem 32 \ping exe

from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hytez=32 time=3Imz TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hytez=32 time=3mz TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hyte=z=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hytez=32 time=3mz TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hyte=z=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.68.111.2: bytes=32 time=3ms TTL=126
from 18.8.111.2: hytez=32 time=3mz TTL=126

Site B PC ping Stie A PC ip address




